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Abstract 
Rapid advances in AI have made advanced semiconductors critical to scientific progress, economic 
growth, and national security. Yet the complexity of chip manufacturing and the concentration of its 
supply chain make hardware integrity difficult to verify. This paper surveys the core challenges and 
techniques for verifiable semiconductor fabrication. We develop a threat model spanning design 
through manufacturing that highlights high-impact attack vectors. Evaluating existing 
countermeasures shows that no single technique provides sufficient protection. Accordingly, we argue 
that a defense-in-depth architecture with tiered assurances is required, where assurance is tiered by 
chip criticality, prioritizing the products and workflows in which successful attacks would be most 
consequential. Neutral third-party verification authorities and privacy-preserving data-sharing 
mechanisms can help overcome industry opacity. Ultimately, this study aims to create shared technical 
foundations that make hardware trust measurable rather than assumed. By establishing shared, 
auditable verification mechanisms that can operate across jurisdictions, this work aims to enable 
international cooperation on AI governance, even among geopolitical competitors. 
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Executive Summary 

As advanced AI systems become more capable and more deeply embedded in critical infrastructure, 
the trustworthiness of their underlying hardware is becoming an increasingly important governance 
concern. Yet, modern semiconductor manufacturing is highly complex, globally distributed, and 
characterized by limited transparency across firms, jurisdictions, and production stages. No single 
actor has full visibility into the entire process, and traditional verification approaches are increasingly 
strained by miniaturization, proprietary manufacturing techniques, and fragmented supply chains. 

The paper maps the technical landscape of verifiable semiconductor manufacturing and evaluates the 
main vulnerabilities and countermeasures relevant to AI chip production. It shows that sophisticated 
adversaries may be able to compromise chip integrity at multiple stages, including through malicious 
design inputs, tampered tooling, manufacturing-stage alterations, or package-level substitutions. 
These risks are particularly consequential because hardware compromises may remain difficult or 
impossible to remediate after deployment. 

The analysis finds that no single verification mechanism offers comprehensive assurance. 
Design-phase protections can raise the cost of attack, but they remain vulnerable to sufficiently 
capable adversaries. Physical inspection methods can provide confidence in some cases, but they are 
often destructive, expensive, and difficult to scale. Inline monitoring and anomaly detection offer 
greater scalability, but may struggle to detect rare or carefully concealed attacks and may generate 
false positives in complex manufacturing environments. 

Taken together, these findings point toward a defense-in-depth model for assurance. Effective 
semiconductor verification will likely require multiple complementary mechanisms layered across the 
supply chain, combined with risk-based tiering so that the most rigorous and costly measures are 
reserved for the highest-stakes chips and use cases. The paper also highlights several priorities for 
future work: privacy-preserving tools such as zero-knowledge proofs could enable greater 
transparency without sacrificing competitive or national security interests; verification frameworks 
must evolve alongside emerging architectures such as chiplet integration and 3D stacking, which 
expand attack surfaces; and scalable approaches to detecting rare but high-impact compromises 
remain an important open challenge. 

Compute thresholds, capability restrictions, and safety standards ultimately rest on hardware that 
behaves as intended. Robust AI governance will require governance frameworks that incentivize 
adoption of credible verification practices, alongside technical mechanisms that make semiconductor 
trust more measurable and auditable. Perfect verification may remain unattainable, but meaningful 
improvements in hardware assurance are both feasible and increasingly necessary. 
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1.​ Introduction 

Rapid advancements in artificial intelligence (AI) have positioned semiconductor chips as critical 
enablers of scientific breakthroughs, economic growth, and national security (Goodrich, 2025). In 
particular, the surge in large language model training and inference workloads is driving a sharp rise 
in demand for advanced semiconductor chips to power high-performance compute clusters. Moreover, 
rapid advancements in robotics and embodied AI are accelerating the deployment of intelligent edge 
devices, rendering a tightly coupled human-machine ecosystem inevitable in the future. Accordingly, 
the role of specialized chips in supporting the responsible development and deployment of AI 
technologies has become a prominent topic among both policymakers and researchers (O’Gara et al., 
2025). 

In contrast, the technical sophistication and proprietary nature of chip manufacturing present major 
governance challenges, especially when it comes to developing effective and practical approaches to 
verification.1 Traditional verification tools and methodologies are “straining to keep up” with surging 
design complexity in modern semiconductors, revealing a widening gap between verification 
capability and design demands (Bailey, 2024; Foster, 2025; Harack et al., 2025). 

Modern semiconductor manufacturing is an opaque, technologically complex, and globally distributed 
process where companies often depend on a diverse network of interdependent suppliers to source and 
integrate components. These interdependencies can create bottlenecks, particularly in the foundry 
business,2 where fabrication requires highly specialised technologies that are exceptionally difficult to 
replicate or localize without decades of investment.3 The highly interdependent nature and extreme 
technological complexity of semiconductor manufacturing makes building robust transparency and 
monitoring mechanisms challenging and raises critical hardware security concerns: how can 
stakeholders verify that an advanced AI chip has not been tampered with during design, fabrication, or 
deployment? 

The consequences of a successful hardware attack on AI chips could be severe, since these chips often 
end up in sensitive applications ranging from cloud AI services to military autonomous systems and 
critical infrastructure. Given that AI chips underpin high-stakes systems, compromised chips could 
have cascading effects beyond the chip itself, potentially disrupting essential services or undermining 
national security. In essence, the risk profile is asymmetric but potentially catastrophic: while the 
likelihood of a successful hardware attack may be low due to the necessary sophistication, the impact 
of a successful attack could be enormous. Furthermore, recent incidents demonstrate that 

3 These capability based constraints stem from accumulated expertise, proprietary equipment, and long-standing 
ecosystem dependencies. In the last quarter of 2024, only 5 companies accounted for 92% of the market share in 
the foundry business (Counterpoint, 2024). 

2 A foundry is a specialized manufacturing business that produces semiconductor chips based on designs 
provided by other “fabless” chip design companies. TSMC is the most typical example of a foundry, where they 
produce chips based on the designs they receive from “fabless” design companies like NVIDIA. 

1 Verification entails the assurance mechanism that proves a chip faithfully and precisely carries out the 
instructions it claims to carry out without any additional or missing steps, and thus, is not tampered with in any 
shape or form. 
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semiconductor integrity is of crucial concern for the great powers.4 Accordingly, improved 
semiconductor verification can benefit both the verifier and the claimer, ensuring transparent 
exchange of goods and services. The importance of semiconductor verification is increased further by 
the fact that trustworthy semiconductors are themselves important enablers of verification for AI 
governance since many proposals for verifiable governance rely on hardware-enabled mechanisms 
(Baker et al., 2025; Harack et al., 2025).5 

The rapid evolution of advanced fabrication techniques, packaging solutions,6 and interdependencies 
in the supply chain for AI chips make verification increasingly challenging (O’Gara et al., 2025). 
These challenges are particularly acute at cutting-edge manufacturing nodes,7 where the extreme 
miniaturization of circuitry and sophistication of processes render traditional verification methods 
(e.g., physical inspection) either economically prohibitive or technically infeasible. 

This research evaluates the feasibility of verification mechanisms that can ensure chips are 
manufactured according to specifications. The central research question is: “How can targeted 
verification mechanisms address critical vulnerabilities in chip manufacturing to support international 
AI governance?”  

The research is timely given the growing importance and proliferation of AI hardware along with the 
evolving threat landscape of advanced chip design and manufacturing processes. Further, as advanced 
AI systems increasingly operate in the physical world through robotics, autonomous systems, and 
edge devices, the reliability and integrity of their underlying hardware become directly tied to 
real-world safety and control. Accordingly, a threat model is developed to serve as a foundation for 
analyzing both current and future semiconductor verification mechanisms.  

While numerous verification mechanisms exist for chip security, this paper focuses on evaluating the 
most promising approaches for the design and manufacturing stages. The analysis places verification 
mechanisms within broader technological and governance space, identifying critical research 
directions for ensuring that hardware trust remains a verifiable, rather than assumed, property of AI 
systems. 

The overarching goal of this research is to develop technology-informed strategies and provide a 
foundation for international cooperation and coordination on AI chip security standards. Through a 
systematic assessment of verification mechanisms and identification of key challenges, this research 
seeks to contribute to global cooperation on AI risk management, inform the development of shared 

7 A manufacturing node is the label for a generation of semiconductor fabrication, denoting the level of 
technology (transistor density/performance/power). For instance, high-end AI chips are produced at advanced 
nodes whereas lower-end chips are produced at mature nodes. 

6 E.g., chip-on-wafer-on-substrate (CoWoS) and system-on-integrated-chips (SoIC) architectures. 

5 Hardware-enabled governance mechanisms (HEGs) include sensors, networking, and cryptographic solutions. 
See (Kulp et al., 2024; O’Gara et al., 2025) for a detailed discussion on HEGs. 

4 Two recent examples are China's concerns about potential remote tracking functions in NVIDIA's H20 chips 
(Miller, 2025) and recent reports of actual tracking devices embedded in the packaging used for AI chip 
shipments (Potkin et al., 2025). 
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verification protocols across borders, and support international efforts towards trustworthy and secure 
AI systems. 

The rest of this paper is structured as follows: Section 2 provides background on semiconductor 
manufacturing, Section 3 develops a threat model for semiconductor chips, and Section 4 
systematically analyzes the verification mechanisms for advanced semiconductor manufacturing. 
Finally, Section 5 concludes with a summary of key findings and directions for future research. 

 

2.​ Semiconductor Manufacturing 
2.1.​ Background 

This section provides a brief overview of the semiconductor manufacturing pipeline, serving as 
foundational context for the threat modeling and verification discussion in the following sections. 

The manufacturing process of a chip typically takes several months and involves hundreds of process 
steps in highly controlled environments and specialized facilities called semiconductor fabrication 
plants (fabs). The process can broadly be divided into three stages: (1) design, (2) manufacturing, and 
(3) deployment. Each stage is briefly described in the following subsections. 

2.1.1.​ Design 
Chip design begins by translating functional requirements into register-transfer level (RTL) code, 
which is a high-level digital abstraction of the circuit behavior. The RTL code describes the logical 
operations and the flow of data between components, using clocks, signals, and logic operations. 
Next, the RTL is translated into logic gates where the “netlist” is created. The netlist describes the 
circuit’s logic components and interconnections. Finally, the physical layout of the design is created 
and exported as a GDSII (Graphic Data System) file. This file represents the geometric shapes, 
material and structures of the chip’s layers. The GDSII file is then sent to the foundry to initiate the 
chip manufacturing process.  

The design steps often take place in an electronic design automation (EDA) tool, which requires 
significant financial capital to obtain licenses, and recently have become subject to export control 
restrictions (Valerio, 2025). EDA tools also rely on third-party intellectual property (IP) cores,8 many 
of which function as black boxes. While chip designers integrating the IP cores can see the functional 
specifications and interfaces, they typically cannot access the internal implementation, original source 
code, nor easily verify the internal logic for hidden functionality (Miketic et al., 2023). It’s worth 
noting here that the foundry typically sees the final layout for manufacturing but may not understand 

8 IP cores are pre-designed circuit blocks that perform specific functions, such as memory interfaces, data 
transmission protocols, or cryptographic processors. Rather than designing these common components from 
scratch, chip companies license and integrate these ready-made blocks into their designs. 
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the functional purpose of specific circuit blocks. Security-wise, design-phase threats include the use of 
untrusted third-party IP cores or design tools that could introduce hidden Trojans. 

2.1.2.​ Manufacturing 
Once the foundry receives the GDSII file that contains the chip layout, the fabrication begins with an 
extraordinarily complex process. The foundry typically applies a series of manufacturability 
transforms9 to the received GDSII design files before generating the photomasks used for fabrication. 
Photomasks that hold the blueprints are created for each layer, and the physical-chemical processing 
of each layer requires several hundred tightly sequenced operations. The entire process for a single 
product can take many months, and is optimized for different product types (e.g., memory chips 
require different processing than logic chips). 

Importantly, the manufacturing phase often involves geographically fragmented parties. For example, 
one facility might fabricate the wafer, another might handle packaging, and yet another might perform 
final testing and deployment. This distribution introduces security risks through expanded attack 
surfaces. 

2.1.3.​ Deployment 
Post-manufacturing, chips undergo testing for performance and reliability. Faulty units are discarded, 
and validated chips are shipped to customers to be integrated into larger systems (e.g., data centers). 
In some cases, on-chip security features (secure boot, attestation) provide post-deployment 
verification that the device’s software is intact, but verifying the chip’s hardware integrity 
post-deployment remains extraordinarily difficult and often destructive (Parvin et al., 2023; Rooney et 
al., 2018). 

 

2.2.​ Trends in AI Chip Manufacturing 
As AI systems continue to scale in capability and complexity, the underlying hardware is also 
evolving to meet higher performance and efficiency demands. This evolution is driving a broad range 
of paradigm shifts across the semiconductor industry. These shifts encompass a spectrum of 
innovations, ranging from cutting-edge optical interconnects10 to the development of novel transistor 

10 Optical interconnects offer a higher bandwidth and less heat dissipation for data transmission compared to 
copper wires, see (Xiong et al., 2016) for a detailed discussion. 

9 Common manufacturability transforms include optical proximity correction and related resolution 
enhancement techniques to improve printability of patterns, slotting (breaking wide metal features into smaller 
ones to reduce stress and improve reliability), and dummy fill (adding non-functional shapes for uniform 
density). 
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architectures.11 Several industry trends in advanced chip design and manufacturing have direct 
implications for security and verification, as discussed below. 

2.2.1.​ Heterogeneous Integration of Modular Chiplet Architectures 
One of the most prominent shifts in semiconductor design, particularly relevant to verification 
mechanisms, is the adoption of heterogeneous integration through modular chiplet architectures. This 
represents a fundamental change in how advanced chips are designed, fabricated, and assembled.  

Heterogeneous integration moves away from traditional monolithic system-on-chip (SoC) designs 
toward modular approaches, where multiple smaller functional blocks are integrated within a single 
package. In chiplet-based systems, a processor consists of multiple specialized dies such as compute 
cores, memory stacks, and I/O interfaces, that are packaged together within one chip. 

This modular approach enables several 
key advantages: enhanced scalability 
(components can be added modularly 
based on specific performance 
requirements); increased memory 
bandwidth through integration with 
technologies like High-Bandwidth 
Memory (HBM);12 reticle-size escape 
(the ability to create chips larger than 
the physical constraints of a single 
photolithographic reticle through 
advanced packaging techniques 
including chiplets and 2.5D/3D 
stacking); supply chain flexibility 
(different chiplets can be sourced from 
different foundries optimized for 
specific functions); and improved 
yields (defective components can be 
identified and replaced at the chiplet 
level rather than scrapping entire 
wafers). 

However, these changes also expand the attack surface. Each chiplet may originate from a different 
supplier or country (see Figure 1), introducing trust asymmetry within a single package. No single 

12 HBM is a specialized memory architecture commonly used in GPUs that provides significantly higher data 
transfer rates than conventional memory. 

11 Novel transistor architectures enable higher density which is crucial for AI accelerators. However, their 
complexity makes it harder to spot malicious changes where subtle alterations can hide hardware Trojans that 
affect inference or leak data. 

6 

 

Figure 1. Hypothetical example of an advanced AI chip with a 
chiplet architecture that has components from different fabs. 

Image inspired by (Lau & Fan, 2025). 



 

 
entity can easily verify the entire assembled chip if its parts are sourced globally under different 
oversight regimes. Moreover, the interfaces between chiplets create new vectors for malicious 
intervention. An attacker could exploit the die-to-die interconnects to insert covert communication 
channels or trigger circuits that activate under certain conditions (Deric et al., 2024). In short, a 
modular design means a compromise in any one component or interface could undermine the whole. 

Ultimately, heterogeneous integration makes it harder to observe, trace, or validate the full data and 
control pathways in an AI chip. The complexity of package level integration makes post-fabrication 
verification more difficult, especially when malicious logic is distributed across dies. 

2.2.2.​ Emerging 3D Stacking Architectures 
Three-dimensional (3D) integration stacks functional circuitry blocks (often from different vendors) 
vertically. 3D architectures can expose internal communication channels to adversarial manipulation 
(Dofe et al., 2016). An untrusted die within the stack may exfiltrate encryption keys, inject hardware 
Trojans (Zhang et al., 2020), or compromise functionality across planes, especially since access to a 
less-secure functional block can expose the entire system. These realities make 3D integration 
particularly susceptible to novel trigger mechanisms, reverse engineering, and side-channel attacks 
(Aversa & Savidis, 2024; Dofe et al., 2016). 

2.2.3.​ New Transistor Architectures 
At the chip fabrication level, the introduction of novel transistor structures and other process 
innovations can introduce unknown unknowns for security. These advances create new, 
hard-to-predict failure modes and changed attack surfaces. 

2.2.4.​ Concluding Remarks 

In summary, emerging semiconductor trends like heterogeneous chiplets, 3D stacking, and advanced 
miniaturization present a fundamental paradox for AI hardware security: while these innovations 
deliver unprecedented performance gains that are now essential for advanced AI systems, they 
simultaneously introduce new attack vectors and verification blind spots that traditional security 
measures struggle to address. 

Advanced packaging technologies enable high-density vertical stacking and routing, which improves 
speed and component density. However, they also create buried interconnects and multi-layered 
structures that obscure internal pathways after fabrication. Critical components become sandwiched 
between silicon layers, beyond the reach of conventional inspection methods. Ultimately, verification 
becomes exponentially harder as chips grow more complex. 

The following sections outline a threat model for AI chip supply chain interference and explore 
technical mechanisms to verify and secure advanced hardware despite the challenges.  
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3.​ Threat Model 

To motivate the need for robust verification, we outline a threat model identifying how adversaries 
might compromise an AI chip during its journey from design to deployment. This model highlights 
adversary profile, assets at risk, and the potential attack surfaces in modern semiconductor 
manufacturing. 

3.1.​ Adversary Profile 
We assume a high-capability adversary such as a state intelligence service or an equivalently 
resourced actor.13 Their intent can range from exfiltration (e.g., stealing or leaking sensitive data 
processed by the AI chip) to disruption (e.g., degrading performance or triggering malfunctions in the 
systems powered by the chip), or the insertion of hidden and durable backdoors. Such an adversary 
may exploit multiple attack vectors, including suborning any stage of the design or manufacturing 
process, placing insiders within organizations, or launching cyber-attacks against critical stages of the 
pipeline.  

While we do not assume that any specific manufacturer is malicious, the risk arises from the limited 
visibility, control, and assurance any one stakeholder can exert over the globally distributed and 
fragmented nature of the semiconductor supply chain. In short, the adversary leverages both technical 
and organizational trust gaps across the process to mount their attack. 

3.2.​ Asset at Risk 
Advanced AI chips have become foundational to critical workloads in sectors such as defense, 
high-performance compute (HPC), finance, and cloud services.14 In the context of high-assurance 
workloads, the primary object of concern is the integrity of the deployed chip: that it faithfully 
implements the intended design and behavior under real-world conditions.  

However, chip integrity is not an isolated property. It is inherited from a complex, globally distributed 
supply chain. As a result, multiple upstream components function as integrity-critical dependencies 
and collectively constitute the attack surface through which the final chip integrity may be 
compromised. These include: 

●​ The design and automation software used to create the design artifacts (e.g., RTL code, 
netlists, GDSII layout files) of the chip, 

●​ The chip’s design artifacts themselves, 

14 E.g., some national labs rely on these high-performance compute clusters for applications such as nuclear 
defense and deterrence.  

13 Here, “high-capability” corresponds to Operational Capacity Levels 4-5 as defined by RAND, encompassing 
state-sponsored or state-adjacent actors capable of conducting large-scale, resource-intensive operations 
involving hundreds to thousands of personnel, multi-year timelines, and budgets ranging from tens of millions to 
billions of dollars (Nevo et al., 2024). 
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●​ Manufacturing tooling and process parameters (e.g., photomasks, lithography equipment 

settings), and 
●​ The resulting physical chips and their downstream deployments. 

Failures or malicious manipulation at any of these points can propagate downstream, ultimately 
manifesting as vulnerabilities in deployed chips. A compromised semiconductor can undermine the 
security of national computing infrastructure, degrade the reliability of critical systems, and create 
systemic economic and national security risks at scale. Without trustworthy semiconductors, we risk 
incurring immense economic and security costs. 

Industry actors already have strong incentives to prioritize confidentiality across these processes, 
given the competitive and geopolitical value of design IP and manufacturing know-how. In contrast, 
integrity assurance remains comparatively under-developed, with limited mechanisms to verify that 
chips behave as intended across design, fabrication, and deployment. Addressing this gap without 
undermining legitimate confidentiality concerns is essential for building trustworthy semiconductor 
foundations for advanced AI systems. 

3.3.​ Attack Surfaces 
Based on the production stages, major threat vectors can be categorized as: 

3.3.1.​ Design-Phase Attacks 

The adversary inserts malicious logic before fabrication. This could involve adding a hardware Trojan 
at the RTL or gate-level or modifying the final layout file slightly.15 Using compromised third-party IP 
blocks is another possibility: a pre-designed module (e.g., a memory controller) might hide a 
backdoor that leaks data or malfunctions under certain inputs. Even the software tools (EDA) 
themselves could be targets; malware in the design software might quietly alter the circuitry during 
synthesis or introduce faults in the generated masks.16 

3.3.2.​ Manufacturing-Phase Attacks 

These occur during the manufacturing process in the fab. More generally, literature on hardware 
Trojans highlights fabrication as a vulnerable stage at which malicious modifications may be 
introduced into ICs by untrusted actors in the manufacturing process (R. S. Chakraborty et al., 2009). 

16 Researchers demonstrated that a rogue foundry insider with access to the layout could insert multiple 
hardware Trojans in just over an hour (Perez et al., 2021; Perez & Pagliarini, 2022a, 2022b). This highlights 
how feasible design-stage tampering can be without proper safeguards in place. 

15 For example, inserting additional logic that activates on a specific (and/or rare) condition. 
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Similarly, at advanced nodes an attacker might introduce dopant-level Trojans.17 Another vector is 
manipulating the metallization or interconnect: adding a tiny “rogue via” (an extra connection 
between metal layers) could create a short or an unintended signal pathway. Even the packaging stage 
can be attacked (though after the main fabrication): for instance, swapping out one die in a multi-die 
package for a malicious one, or inserting a microscopic implant in the package substrate. These 
physical alterations are extremely challenging to detect without advanced imaging equipment, and 
even then, often with destructive, time-consuming, and costly analysis on a sample of chips. 

Modern fabs rely heavily on automated systems, and conventional cyber risks such as data exfiltration 
or operational compromise are well recognized and heavily defended against in practice. Rather than 
revisiting these established concerns, this paper focuses on integrity risks that persist even when 
traditional cybersecurity measures are in place, particularly those affecting the trustworthiness of 
produced chips. 

This threat model makes clear that ensuring the integrity of AI hardware is a security imperative. 
Sophisticated adversaries are both incentivized and potentially capable of subverting hardware at 
different points in the semiconductor lifecycle. Unlike software vulnerabilities, hardware backdoors 
generally cannot be patched after deployment. As a result, post hoc detection and response are 
insufficient.  

The most effective strategy is to prevent such flaws from being introduced in the first place. This 
shifts the emphasis toward verification mechanisms that operate throughout the design and 
manufacturing pipeline. By rigorously checking chips at various stages (and designing them to be 
tamper-evident), these mechanisms aim to either catch these attacks or make them prohibitively 
difficult to carry out. 

The next section explores the landscape of such mechanisms, focusing on technical approaches for 
verifying and securing the production of semiconductors. 

 

 

 

17 “Doping” is a process by which a small amount of impurity is deliberately added to pure silicon material to 
alter its electrical conductivity and create specific types of transistors. A dopant-level trojan entails doping a 
transistor’s channel in a way that has no effect under normal operation but causes a reliability failure or hidden 
mode under specific voltages. Dopant-level trojans produce no visible layout changes and thus it is very difficult 
to detect through conventional optical or electrical inspection methods. See (Becker et al., 2014) for a detailed 
discussion. 
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4.​ Verification Mechanisms 

Developing effective verification mechanisms for semiconductors holds critical importance in the face 
of the threats outlined. In this section we discuss a spectrum of approaches across different stages of 
chip production.  

Ultimately, no single mechanism can provide comprehensive security. Instead, a defense-in-depth 
approach is necessary. By combining multiple methods at design and during fabrication, one can 
significantly increase the effort and sophistication required for an attack to succeed undetected. The 
goal of these mechanisms is to detect, deter, and/or make prohibitively expensive any attempt at 
chip-level compromise.  

We structure the discussion into two categories: (1) design-phase and (2) manufacturing-phase 
measures. Each category targets attacks at different points and comes with its own technical 
considerations and limitations. 

4.1.​ Design-Phase Verification 
Measures in this category are applied during or immediately after the design of the chip, before it goes 
to a foundry. Some measures in this category aim to increase confidence that the design artifacts (e.g., 
RTL, netlist, GDSII) and third-party components are free of malicious functionality, while others aim 
to protect the design against downstream tampering or reverse engineering once it leaves the 
designer’s control. Key mechanisms include hardware Trojan detection and design obfuscation, which 
are discussed in the following subsections. 

4.1.1.​ Hardware Trojan Detection at RTL/Gate Level 
Researchers are developing automated methods to scan designs for suspicious patterns. For instance, 
machine learning techniques using graph neural networks have been trained on circuit netlists to flag 
portions that resemble known Trojan insertions or that exhibit unusual logic patterns (Thorat et al., 
2025). These tools can augment human code review by pointing to areas of the design that warrant 
closer inspection.18 

Open Questions: 

●​ Is it possible for intended modifications (such as manufacturability transforms) to also be 
verifiable (to ensure that integrity is preserved throughout the process) even in a scenario 
where different organizations are responsible for the different layers of modification? Or is it 
possible to have a 3rd party entity that can make the comparison?  

●​ Are Zero-Knowledge-Proofs possible in this context? Would privacy-preserving 
computational infrastructure allow the organizations to prove integrity is retained without 

18 E.g., these can detect an “always-on” circuit that doesn’t belong to the original design, or identify some logic 
that seems to only activate under extremely specific conditions. 
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revealing trade secrets? Moreover, could a chain of such assurances cover the entire chip 
design process? 

4.1.2.​ Design Obfuscation 
Design obfuscation techniques (most notably logic locking,19 integrated circuit (IC) camouflaging,20 
and split manufacturing21) are intended to protect a design against downstream adversaries, such as 
untrusted foundries, reverse engineering, or actors attempting post-design tampering.  

Logic locking, for example, can make a chip’s correct functionality depend on a secret key, thereby 
making unauthorized modification or overproduction more difficult. IC camouflaging seeks to hide 
the function of selected gates from physical inspection, while split manufacturing distributes 
fabrication steps so that no single manufacturing actor has full visibility into the design. These 
approaches can raise the cost of foundry-level interference, but they do not address compromises 
introduced earlier in the design flow, such as malicious RTL, third-party IP, or compromised EDA 
tools. 

While promising, many obfuscation schemes have been proven to be vulnerable to certain types of 
attacks or assumption failures.22 Nonetheless, they can still raise the cost of downstream tampering 
and reverse engineering by making the design more difficult for an untrusted manufacturing actor to 
interpret or modify. 

Open Questions: 

●​ In the context of obfuscation schemes, is there a tradeoff between making a design 
intentionally hard to understand and being able to verify its correctness after the fact? 
Specifically, does heavy obfuscation interfere with the ability to perform post-hoc verification 
of the system’s functionality or integrity? Alternatively, is it still possible to verify such a 
design using cryptographic or computational techniques, such as zero-knowledge proofs or 
other formal methods, without needing to de-obfuscate the system? 

 

22 E.g., SAT-based attacks (Boolean-satisfiability), see (Alrahis et al., 2021) for a broader discussion. 

21 Split Manufacturing entails splitting the physical layout of the chip design into two parts: The “untrusted” but 
highly capable manufacturer fabricates the highly sophisticated transistors, and then a trusted foundry completes 
the design by adding the upper metal layers. This strategy aims to limit the untrusted foundry’s access to the 
entire design and prevent tampering attempts. See (Suresh et al., 2025) for an advanced discussion on this topic. 

20 IC camouflaging aims to protect hardware designs from reverse engineering attacks by leveraging 
fabrication-based technologies to intentionally obscure the true functionality of the circuit, and deliberately 
confuse  adversaries (Fan et al., 2025). 

19 Logic locking is a hardware security technique that adds extra key-controlled logic to a circuit so it only 
functions correctly when the correct key is provided (typically after fabrication). See (Chakraborty et al., 2020) 
for a brief discussion on Logic Locking, and (Azar et al., 2024; Sisejkovic & Leupers, 2023) for a detailed 
technical analysis. 
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4.2.​ Manufacturing-Phase Verification 
Once a chip design is sent off for manufacturing, control shifts to the foundry. At this stage, the design 
can be correct and secure, but the chip that comes back might not be due to the possibility of 
tampering during fabrication.23 Manufacturing-phase verification mechanisms aim to ensure that the 
chip coming out of the fab matches the intended design. Assessments of the most notable approaches 
for this stage are provided below. 

4.2.1.​ Physical Inspection & Imaging 
This is the most direct form of verification: physically looking at the produced chips (or masks) to 
detect unauthorized modifications. Techniques like scanning electron microscopy (SEM), focused ion 
beam (FIB) cross-sectioning, and X-ray tomography can reveal chip structures at nanometer-scale 
resolution.24 

Unfortunately, physical inspection is extremely expensive, slow, and often destructive (e.g., 
decapsulating chips or slicing them for analysis). These methods are typically feasible only for small 
sample sizes, creating a fundamental scalability challenge. While high-assurance applications may 
justify extensive sampling protocols, the statistical reality is problematic: if Trojans are inserted in 
only 1% of chips, conventional sampling strategies will likely miss them unless sample sizes (and 
associated costs) increase dramatically. This creates a practical detection ceiling where economic 
constraints limit the effectiveness of physical verification methods. Furthermore, there are attack 
vectors for which a violated hardware root of trust could be devastating, such as when a single 
compromised machine could exfiltrate AI model weights (Nevo et al., 2024). Even rare hardware 
compromises can have catastrophic consequences that extend far beyond the immediate system. 

Open Questions: 

●​ Determining the sampling rate to inspect chips requires examining the ramifications of 
compromised chips. Given the possibility of high-impact, low-probability attacks (e.g., a 
single compromised chip), what is the acceptable risk threshold? Would one compromised 
chip in a data center be acceptable, or could that be catastrophic? The threat model 
significantly influences detection requirements. There may also be software mitigations that 
could make it infeasible for any single-chip attack to exfiltrate weights and this could be a 
useful area for further work. 

●​ What sampling rate is sufficient for detection? If only 1 chip in 100,000 is compromised, 
many thousands must be tested to achieve high confidence of detection. The sampling regime 
can be tuned based on acceptable risk (e.g., testing 1% of chips vs 0.01%), but this involves 
significant cost considerations. Sampling even 1% of all chips might easily cost more than the 

24 For example, SEM inspection of a chip’s layers might catch an extra circuit that shouldn’t be there, or X-ray 
imaging could reveal a hidden wire in the package. 

23 The transmission and storage of design data between the designer and foundry are typically secured through 
encryption, access controls, and audit mechanisms. Thus, the concern at this stage is not data integrity in transit, 
but the difficulty of verifying that fabrication itself has not introduced malicious or accidental deviations. 
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unverified production of 100% of chips, requiring careful economic analysis alongside 
security objectives. 

●​ Can this approach deter adversaries since they know some chips will be scrutinized heavily? 
What would be the impact on manufacturing speed and deployment? 

 

4.2.2.​ Inline Monitoring and Anomaly Detection 
A more scalable approach is to integrate verification into the fabrication process itself. Modern fabs 
already collect enormous amounts of process data for yield and quality control, including sensor 
readings, optical inspections of masks and wafers, and electrical test parameters. By applying 
statistical anomaly detection to this data, one can attempt to catch deviations that might indicate 
tampering. However, this approach can only catch attacks that manifest as statistical deviations from 
normal process patterns. Therefore, a comprehensive implementation would require expanding the 
breadth and granularity of testing protocols to generate more diverse data streams, increasing the 
likelihood that subtle tampering attempts would create detectable anomalies across multiple 
measurement domains. 

For instance, virtual metrology25 can be a pathway to detect anomalies that don’t match the expected 
design. Further, fabs already use such techniques to detect manufacturing defects; repurposing them 
for security might be a plausible, cost-effective way forward. 

Open Questions: 

●​ One of the challenges is the expected high rate of false positives given the “noisy” 
manufacturing environment. Differentiating an attack from normal process variation is 
difficult. Process control systems might generate many out-of-spec alerts that are benign, and 
an attack subtle enough could fall within statistical norms. How to avoid false positives? On 
the other hand, would this method give a false sense of security, since it is unclear whether 
this could catch a sophisticated attack? 

 

4.2.3.​ Concluding Remarks 
In summary, fabrication-time verification is about detecting or preventing tampering during the chip’s 
physical creation. It ranges from imaging of fabricated chips to the use of data and process design to 
detect tampering. Many of these methods are costly or still experimental, reflecting the difficulty of 
verifying a highly complex physical object without destroying it. 

25 “Virtual metrology involves estimating a product’s quality directly from production process data without 
physically measuring it. This enables the product quality of each unit of production to be monitored in real time, 
while preserving the process efficiency” (Dreyfus et al., 2022). Also see (Maitra et al., 2024) for a more recent 
discussion. 
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While post-hoc inspection largely treats the manufacturing process as opaque, process-integrated 
approaches point toward an alternative assurance model. In this model, elements of the fabrication 
workflow could produce structured, potentially tamper-evident records about how a chip was 
manufactured. If such records can be generated and shared in privacy-preserving or appropriately 
abstracted forms, they may enable additional avenues for fabrication-time verification that go beyond 
reliance on final-artifact inspection alone. 

Most importantly, no single mechanism serves as a silver bullet. Comprehensive and effective 
verification requires a defense-in-depth strategy, where complementary safeguards are layered across 
the supply chain. Although such layering cannot eliminate risk entirely, it significantly raises the cost, 
effort, and probability of exposure for potential attackers. 

 

5.​ Conclusion 

As advanced AI systems become more consequential, the inability to verify the chips that power them 
creates a weakness in broader efforts to govern capability, safety, and compliance. This paper has 
shown that the challenge is structural as much as technical. Modern chip production is fragmented, 
opaque, and highly specialized, while the attacks of concern are difficult to detect and, in some cases, 
impossible to remediate after deployment. No single verification mechanism can solve this problem. 
What is required instead is a defense-in-depth approach that combines technical measures across the 
supply chain and applies the most stringent assurance methods where the stakes are highest. 
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